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G enera l S etting

� T raffic m easurem ents increasing ly  h av e to  b e sam p led

� Resource constraints under ever-increasing  traf f ic sp eed,  vol um es

� M easurem ent-b ased m easurem ent ap p licatio ns

� I ncreasing l y  need detail ed traf f ic p rop erties:
• r e s o u r c e  u s a g e  di f f e r e n t i a t e d b y  t r a f f i c  c l a s s

• t r a f f i c  c h a r a c t e r i s t i c s ,  c o m p o s i t i o n

• a n o m a l y  de t e c t i o n

• s p a t i a l  a n d t e m p o r a l  c o r r e l a t i o n  o f  m e a s u r e m e n t s

� P ro b lem

� H ow  can th ese ap p l ications w ork  ef f ectivel y  w ith  sam p l ed data?

� T h is talk:

� inf erence of  som e p rop erties of  traf f ic f l ow  statistics f rom  sam p l es
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Internet T ra ffic Flow S ta tistics

� M easured I nternet f l ow s
� s e t  o f  p a c k e t s  w i t h  c o m m o n  p r o p e r t y ,  o b s e r v e d i n  s o m e  t i m e  p e r i o d

� C om m on p rop erty
� “ k e y ” :  b u i l t  f r o m  h e a de r  f i e l ds  ( e . g .  s r c / ds t a ddr e s s ,  T C P / U D P  p o r t s )

� F l ow  term ination criteria
� i n t e r p a c k e t t i m e o u t

� p r o t o c o l  s i g n a l s  ( e . g .  T C P  F I N )

� a g e i n g ,  f l u s h i n g ,  …

� F l ow  sum m aries
� r e p o r t s  o f  m e a s u r e d f l o w s  e x p o r t e d f r o m  r o u t e r s

� f l o w  k e y ,  f l o w  p a c k e t s / b y t e s ,  f i r s t / l a s t  p a c k e t  t i m e ,  r o u t e r  s t a t e

� M easured f l ow  sem antics
� a r t i f i c i a l ,  m a y  c a p t u r e  a p p l .  t r a n s a c t i o n s  i f  g o o d s t a r t / t e r m i n a t i o n  c r i t e r i a

flow 1 flow 2 flow 3 flow 4

time
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N eed  to U nd ersta nd  D eta iled  Flow S ta tistics

� R eso urce req uirem ents in ro uters

� num b er of  concurrentl y  active f l ow s

� R eso urce req uirem ents in m easurem ent infrastructure

� rate of  p roduction of  f l ow  statistics

� T raffic ch aracteriz atio n

� p ack et/ b y te rate of  orig inal  traf f ic

� rate of  occurrence of  orig inal  f l ow s

� averag e p ack et/ b y tes p er orig inal  f l ow
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T h e N eed  for Pa ck et S a mpling  a t R ou ter

� K eep  cach e o f activ e flo w s

� f or k ey s seen,  b ut corresp onding  f l ow  not y et term inated

� P acket classificatio n

� each  arriving  p ack et:  cach e l ook up  to m atch  k ey
• i f  m a t c h :  m o di f y  c a c h e  e n t r y ,  e . g . ,  i n c r e m e n t  c o u n t e r s ,  a dj u s t  t i m e r s
• e l s e :  i n s t a n t i a t e  n e w  c a c h e  e n t r y

� Cach e reso urces fo r h ig h  end ro uters

� m em ory :  1 , 0 0 0 s of  f l ow s active sim ul taneousl y

� sp eed:  l ook  up  at l ine rate

� h ence cost:  need l ots of  f ast m em ory

� P acket sam p ling

� f orm  f l ow s f rom  sam p l ed p ack et stream  ( e. g .  1  in N  p eriodic)
• w i l l   c a l l  t h e s e  “ p a c k e t  s a m p l e d f l o w s ”

� reduce ef f ective p ack et rate

� save cost:  sl ow er m em ory  suf f icient
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Inference Prob lem

H o w  to  infer flo w  p ro p erties o f original p acket stream  
fro m  flo w s o f th e s am p le d p acket stream  ?

flow 1 flow 2 flow 3 flow 4

time

flow 2 flow 3 flow 4

time

Packet
S am p l i n g
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Prog ra m

� Co m p are p ro p erties o f p acket sam p led flo w s and o rig inal flo w s

� rate of  p roduction of  f l ow  statistics

� num b er of  concurrentl y  active f l ow s

� dep endence on sam p l ing  rate,  interp ack et tim eout

� M o deling , analy sis, p redictio n

� of  p ack et sam p l ed f l ow  statistics,  g iven orig inal  f l ow s

� I nv ersio n and I nference

� recover p rop erties of  orig inal  f l ow s 

� f rom  p ack et sam p l ed f l ow  statistics



duffield@research.att.com 8

R esou rce R eq u irements:  

E x periments
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R esou rce req u irements:  ex periments

� P acket h eader trace

� S am p le p erio dically  1  in N

� cal l  N  th e S am p l ing  P eriod 

� F o rm  flo w  statistics

� k ey  =  src/ dst I P  address +  src/ dst T C P / U D P  p ort num b ers

� f l ow  term ination:  interp ack et tim eout T

� f l ow  sem antics
• p r o t o c o l  b a s e d t e r m i n a t i o n  w o u l d b e  s u p r e s s e d u n de r  s a m p l i n g

� f l ow  statistics
• p e r  f l o w :  p a c k e t s ,  b y t e s ,  du r a t i o n

� S ensitiv ity

� f l ow  statistics al m ost insensitive to detail s of  sam p l ing  p rocess
• c o m p a r e d 1  i n  N  p e r i o di c ,  i n de p e n de n t  w i t h  p r o b a b i l i t y   1 / N

• di f f e r e n c e  n o t i c e a b l e  ( b a r e l y )  o n l y  i f  # a c t i v e  f l o w s  <  N   
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R a te a nd  # a ctiv e flows:  a g g reg a te tra ffic

� B road f eatures

� r a t e  a n d # a c t i v e  f l o w s  de c r e a s i n g ,  

� e x p e c t  e v e n t u a l l y  p r o p o r t i o n a l  t o  1 / N
• p r o b a b i l i t y  t o  a t  l e a s t  o n e  o f  p  p a c k e t s  ≈ p / N  f o r  l a r g e  N

� Details vary from trace to trace

� need to understand dependence on traffic constituents
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Rate and #active flows: by application

� A p p lication  id en tified  b y p ort n u mb er ( w ell-k n ow n  p orts +  cu stom)

� R ate of flow  p rod u ction

� can increase w ith  N  for som e appl ications,  ev entual l y  decreasing
• n a p s t e r ,  m s -s t r e a m i n g ,  r e a l a u d i o

� M ean  active flow s

� decreasing  w ith  N ,  al th oug h  sl ow er for som e appl ications:  napster
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F low splitting  u nder  sam pling

� Sampling increases int erpack et t imes

� F lo w  split t ing w h en int erpack et t ime ex ceed  int erpack et t imeo u t

� F lo w s v u lnerab le t o  split t ing:  call t h ese sparse

� flow s w ith  man y p ack ets,  n ot too fast p ack et rate
• e. g .  stream ing ,  p2 p appl ications

� Q u est io n

� if in crease T ,  as N  in creases:  can  w e b etter main tain  flow  seman tics?

time

S ing l e fl ow

I nterpack et tim eout T

C an b ecom e m ul tipl e fl ow s under sam pl ing
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Rates and #active flows: tr ade-offs

� T rad e off:  in crease timeou t T :  

� potential l y  l ess spl itting :  few er m easured fl ow s,  m ore activ e fl ow s

� L eft:  n on -sp arse ap p lication  ( w w w :  mean  flow  len g th  6  p ack ets)

� l ittl e fl ow  spl itting  in any  case

� if l arg er T :  roug h l y  l inear increase in activ e fl ow s,  fl ow  rate roug h l y  unch ang ed 

� R ig h t:  sp arse ap p lication  ( n ap ster:  mean  flow  len g th  4 5 5  p ack ets)

� sm al l er N :  b ig  trade off b etw een rate and # activ e fl ow s

� l arg er N :  trade-off w ash es out (ty pical l y  onl y  1  pack et sam pl ed)
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S par seness and F low S plitting :

M odeling
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M ak e m odel of flow splitting

� M o t iv at io n

� N o simp le b lack  b ox  mod el of rate an d  # active flow s
• b ased on j ust ag g reg ate traffic rates,  N ,  T

� I d ea:

� startin g  w ith  set of orig in al flow  statistics 
• (n � packets , b � by tes , t � d u r ati o n )  f o r  f l o w s i  =  1 ,2 ,… , m , o v er  d u r ati o n  D

• f r o m  tr ace o f  co l l ected  f l o w  stati sti cs, o r  stati sti cal  m o d el

� use model to predict, given sampling period N, interpack et timeout T
• m ean  r ate o f  pr o d u cti o n  o f  f l o w  stati sti cs

• m ean  #  co n cu r r en tl y  acti v e f l o w s
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Model of flow splitting: flow production rate

� R ough  conditions f or splitting of  f low  ( n,b ,t)

� m ean  ti m e betw een  sam pl ed  packets ex ceed s ti m eo u t:
• N  t / ( n -1 )  >  T

� m o r e th an  o n e sam pl ed  packet o n  av er ag e
• n / N  >  1

� say  f l o w  i s sparse i f  bo th  co n d i ti o n s h o l d

� S imple model:  assume constant spacing of  sampled pack ets

� Numb er of  f low s produced:

� i f  spar se, ex pectati o n  o f   n / N  si n g l e packet f l o w s

� el se g et 1  f l o w
• w i t h  p r o b a b i l i t y  1  i f  n  >  N  ( m u l t i  p a c k e t  f l o w )
• w i t h  p r o b a b i l i t y  n / N  i f  n  <  N  ( s i n g l e  p a c k e t  f l o w )

� W rap togeth er:  ex pect f ( n,t; N,T )  f low s on average,

� f ( n ,t; N ,T )  =  1  i f  ( n -1 ) T  ≥ N t
=   n / N  o th er w i se

� E stimate f low  production rate:  F  =  Σi f ( ni , ti ;  N, T )  / D  
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Model of flow splitting: # concurrently  activ e flows

� Active duration:

� if  sparse, get n/ N single pack et f low s, 
• each  h as cach e o pen  f o r  d u r ati o n  T
• to tal  acti v e ti m e T n / N  

� else get 1  f low
• w i th  pr o babi l i ty  1  i f  n  >  N  ( m u l ti  packet f l o w )

– ex pected  acti v e ti m e T  +  ti m e betw een  f i r st an d  l ast sam pl ed  packets
– T  +  t( n -N ) / ( n -1 )

• w i th  pr o babi l i ty  n / N  i f  n  <  N  ( si n g l e packet f l o w )
– ex pected  acti v e ti m e T n / N

� W rap  tog eth er: total  averag e active tim e a( n, t; N , T )

� a( n,t; N,T )  =  T  +  t( n-N) / ( n-1 )  if  ( n-1 ) T  ≥ Nt
=   T n/ N oth erw ise

� E s tim ate m ean #  concurrentl y  active f l ow s

� total active time /  duration D

� A =  Σi a( ni , ti ;  N, T )  / D  
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A ccuracy  of prediction from  m odel

� C ompare

� pr ed i cti o n :  appl y  m o d el  to  f l o w  stati sti cs o f  o r i g i n al  tr af f i c str eam

� ex per i m en t:  f o r m  m easu r ed  f l o w s f r o m  sam pl ed  packet str eam

� R atios:  predicted/ ex periment

� f l o w  pr o d u cti o n  r ate                                m ean  # co n cu r r en tl y  acti v e f l o w s

� g o o d , bu t better  ag r eem en t f o r  l ar g est N  ( ex ceed i n g  m o st f l o w  l en g th s)
• t y p i c a l l y  o n l y  o n e  p a c k e t  t y p i c a l l y  s a m p l e d ,  r e g a r d l e s s  o f  s a m p l i n g  d e t a i l s

� M ore complex  model availab le:

� f l o w  packets i n d epen d en tl y  d i str i bu ted  o v er  f l o w  d u r ati o n

� u n i f o r m l y  better  ag r eem en t w i th  ex per i m en t

      N

T

10 10 0 1, 0 0 0 1 0 , 0 0 0

1 1.22 1.15 1.0 4 1.0 0

10 1.21 1.13 1.13 1.0 2

10 0 1.23 1.10 1.10 1.0 9

1, 0 0 0 1.23 1.0 8 1.10 1.0 6

      N

T

10 10 0 1, 0 0 0 10 , 0 0 0

1 1.18 1.0 8 1.0 1 1.0 0

10 1.2 1 1.13 1.0 8 1.0 1

10 0 1.2 3 1.11 1.10 1.0 5

1, 0 0 0 1.2 3 1.0 9 1.10 1.0 5
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Do we really need to model sparseness?

� Yes! Compare with model with no splitting

� R atios:  predic ted/ ex periment

� flow prediction rate                                mean #concurrently  activ e flows

� g enerally  wors e ag reement th at with  s pars enes s  modeled

� particularly  b ad for #activ e flows ,  larg e N

� I f  splitting ignored:

� underes timate rate of flow production ( fewer meas ured flows )

� ov eres timate # concurrently  activ e flows  ( ig nore inactiv e time b etween s plit 
flows )

      N

T

10 10 0 1, 0 0 0 10 , 0 0 0

1 0.89 0.6 6 0.6 4 0.7 3

10 1 .08 0.7 9 0.6 5 0.6 9

10 0 1 .1 7 0.96 0.86 0.7 7

1, 0 0 0 1 .2 3 1 .04 1 .01 1 .00

      N

T

10 10 0 1, 0 0 0 10 , 0 0 0

1 1.40 4.2 4 13 .3 5 7 .4

10 1.3 1 2 .2 3 7 .10 14.5

10 0 1.43 1.9 9 2 . 5 3 2 . 8 2

1, 0 0 0 1.2 5 1.19 1.2 4 1.18
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Inferring original flow statistics
from  p ack et sam p led  flow statistics
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C h aracteristics of Interest

� Motivation

� assume only packet sampled flow statistics are available

� want to determine ch aracteristics of orig inal flows

� W h ic h  c h ar ac te r is tic s ?     

� orig inal packet/ byte rates

� arrival rate of orig inal flows

� averag e packets and bytes per orig inal flow

� W h y  m ig h t th is  b e  d if f ic u l t?

� some orig inal flows are missed altog eth er:  no packets sampled

� T r ic k :  

� supplement with  protocol level information,  wh en available
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S om e easy  estim ates:  u sage

� N e tw or k  u s ag e :  p ac k e t an/ or  b y te s  in or ig inal  p ac k e t s tr e am

� or differentiated per traffic class

� Mod e l :  p ac k e ts  ind e p e nd e ntl y  s am p l e d  w ith  p r ob ab il ity  1 / N

� E s tim ate s :

� #  orig inal packets P   by  P est =   N  *  #  sampled packets

� #  orig inal bytes B  by B est =   N  *  #  sampled bytes

� P r op e r tie s  ( B e r nou l l i s am p l ing ) :

� unbiased estimators:  E [ P est]  =  P ;  E [ B est]  =  B    

� standard error bounds
• p a c k e t s:  st d _ d e v ( P � � � ) / P   c sq r t ( N / P )  
• by t e s:  st d _ d e v ( B � � � ) / B   c b �� � /  b� � .   sq r t ( N / B )  

– b �� � =  m a x i m u m  p a c k e t  si z e  
– b� � =  a v e r a g e  p a c k e t  si z e
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E stim ating nu m b er of original T C P  flows
� H ow  to e s tim ate  nu m b e r  M of  or ig inal  T C P  f l ow s ?

� U s e  tr ic k  f or  T C P  f l ow s  r e p or te d  b y  C is c o N e tF l ow

� packets of T C P  connection carry flag s ( bits)  for control

� first packet of a T C P  connection carries th e S Y N  flag  

� flow statistics include cumulative O R  of its packets’  code bits

� h ence can tell wh eth er T C P  flag s were set in at least one flow packet

� Mod e l  ( S Y N  f l ag s  in T C P  f l ow s  ar e  w e l l -b e h ave d )

� each  orig inal T C P  flow contains ex actly one S Y N  packet
• e x p e c t  c l o se  a d h e r e n c e  t o  m o d e l ,  m o d u l o  r e t r a n sm i t s,  p a c k e t  d r o p s
• e x p e r i m e n t s

– l o n g  f l o w  t r a c e s:  v e r y  r a r e  f o r  f l o w  t o  h a v e  n o  SY N  p a c k e t

� E s tim ation

� each  S Y N  packet sampled with  probability 1 / N

� estimate:  M1 =  N  *  # { sampled flows with  S Y N  flag  set}  

� properties:  unbiased estimator of M =  # { orig inal T C P  flows}
• u n d e r  t h e  m o d e l  a ssu m p t i o n s
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E stim ating nu m b er of original T C P  flows ( 2 )

� E s tim ator  M1 :  u s e s  onl y  s am p l e d  S Y N  f l ow s

� D e c r e as e  e s tim ator  var ianc e  b y  u s ing  al l  f l ow  s tatis tic s ?

� B as is :  e s tim ate  nu m b e r  of  f l ow s  M0 th at w e r e  not s am p l e d  at al l !

� L et N 0 =  ( N  - 1 )  *  # { flow h as only S Y N  sampled}

� T h eorem:  under model assumption
• E [ N �] =  E [ M �]

� P roof:  consider event S  th at flow h as no non-S Y N  packet sampled
• { f l o w  n o t  sa m p l e d } =  { SY N  n o t  sa m p l e d } ∩ S

• { o n l y  SY N  sa m p l e d } =  { SY N  sa m p l e d } ∩ S

� H ence,  since { flow not sampled} ,  { only S Y N  sampled}  ⊆ S ,
• P r o b[ f l o w n o t  sa m p l e d ] =  P r o b[ S]  ( 1-1/ N )

• P r o b[ o n l y SY N  sa m p l e d ] =  P r o b[ S] /  N

� P rob[ flow not sampled ]  =  (  N  - 1  )   *  P [ only S Y N  sampled]
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E stim ating nu m b er of original T C P  flows,
b y te/ p ack ets p er flow

� C ons e q u e nc e s

� if th ere were no flow splitting :
• # { m e a su r e d  f l o w s} =  # { o r i g i n a l  f l o w s w i t h  ≥1 p a c k e t sa m p l e d }

� M2 =  N 0 +  # { sampled flows}  is unbiased estimator if no flow splitting :
• E [ M 	] =  E [ # { u n sa m p l e d f l o w s}] +  E [ # { sa m p l e d  f l o w s}] = # o r i g i n a l  f l o w s 

� C om p ar is on

� M1:  h ig h er variance ( less data) ,  unbiased by flow splitting

� M2 :  lower variance ( more data) ,  biased by flow splitting

� C or r e s p ond ing  e s tim ate s  of  m e an p ac k e ts  p e r  f l ow ,  b y te s  p e r  f l ow

� packets:  pest,  i =  P est /  Mi ;  bytes:  best,  i =  B est /  Mi ;  i =  1 , 2  
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E stim ation A ccu racy

� Restricted packet trace:

� select only packets in original TCP flows starting a SYN packet

� E rro r co m parab l e w ith  stan dard dev iatio n ,  b u t so m e b ias

� 7 times std_dev for N =10, < 1 std_dev for N=1,000

� M1 in c rea ses:  sma l l  n u mb er of fl ow s w ith  more th a n  1 S Y N p a c k et

� C an  im pro v e accu racy  o f  pest, 2 b y  scal in g  T  ∝ N

� su p p ress sp l ittin g  of sp a rse fl ow s

� pest, 1   g iv es b est accu racy  

N

p 
 � ��
� p 
 � ��

� S t d E r r M �

1 2 3 . 0 2 3 . 0 n / a 2 9 9 8 7 5

1 0 2 2 . 4 2 2 . 1 0 . 1 2 3 0 7 6 7 0

1 0 0 2 2 . 5 2 1 . 9 0 . 4 4 3 0 6 4 0 0

1 , 0 0 0 2 2 . 0 2 1 . 7 1 . 2 3 3 1 3 0 0 0

M ean length  of 
original flows
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Summary

� Reso u rce u sag e to  f o rm  packet sam pl e f l o w s

� sen sitive to deta il ed tra ffic  c h a ra c teristic s

� devel op ed simp l e model  to p redic t from tra c es

� I n f eren ce o f  o rig in al  traf f ic ch aracteristics

� from p a c k et sa mp l ed fl ow  sta tistic s

� b y tes a n d p a c k ets:  simp l e estima tors, error b ou n ds

� n u mb er of orig in a l  fl ow s:  
• TCP flow only:  u se reported  statistics of sam pled  SYN packets

• estim ator:  good  ex perim ental accu racy

� O n e in stan ce o f  a g en eral  pro b l em :

� to u n dersta n d imp a c t of sa mp l in g  on  mea su remen t b a sed a p p l ic a tion s


